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Attorney Docket No,: D023 1 6-04 JAN 1 7 2006 PATENT 

IN THE UNITED STATES PATENT & TRADEMARK OFFICE 



Inventor: Eric J- Sprunk 

U.S. Serial No.: 09/827,630 
Filed: April 6, 2001 



Art Unit: 2135 
Examiner: Ponnoreay Pich 



Title: AUTHORIZATION USING CIPHERTEXT TOKENS 

DECLARATION UNDER 37 C.F.R. § 1.131 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir, 

I, Eric J. Sprunk, hereby declare as follows: 



1. I am the named and true inventor in the above referenced patent application and 
that I am the sole inventor of the subject matter disclosed and claimed in the above 
referenced patent application. 

2. I submitted a description of my invention, now claimed in claims U7 and 11-14 
of the above application, to the law department of General Instrument Corporation in an 
"Invention Record Form." I signed the Invention Record Form on October 5, 1999 and 
the signatures on the Invention Record Form are my own. A copy of the Invention 
Record Form is provided with this declaration as Attachment A. General Instrument 
Corporation Invention Record Form No. D023 16CIP4. 
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3. I conceived the invention recited in claims 1-7 and 11 -14 of the above application 
prior to June 2, 1998, The conception of the invention prior to this date is attested to in 
paragraph 111(9) of the aforementioned General Instrument Corporation Invention Record 
Form No. D02316CIP4, and evidenced by the June 2, 1998 General Instrument 
Memorandum entitled "Application Security for TCI". This memorandum was 
referenced in and physically attached to General Instrument Corporation Invention 
Record Form No. D023 16CIP4 when the form was witnessed by Alexander Medvinsky, a 
General Instrument Corporation employee, on November 5 S 1999. See Attachment A. 

4. I constructively reduced my invention to practice prior to June 2, 1998, and this 
reduction was memorialized in the aforementioned "Application Security for TCI" 
memorandum. This memorandum was provided to fellow General Instrument employees 
Paul Moroney, Gary Albeck, B. Meandija, Petr Peterka, Xin Qui, Stuart Moskovics, 
Steven Anderson, K. Miller, J. Fellows, Annie Chen, Lawrence Tang, Mark DePietro, 
Dougla$ Makofka, Reem Safadi, and Lawrence Vince (as evidenced by the distribution 
list on the face of the memorandum). 

5. Upon information and belief, the date of receipt of General Instrument 
Corporation Invention Record Form No. D02316CIP4 by the General Instrument 
Corporation law department was October 8, 1999, as evidenced by the "General 
Instrument Corporation Intellectual Property" date stamp on the first page of Attachment 

A. 

6. I hereby declare that all statements made herein based upon knowledge are true, 
and that all statements made based on upon information and belief are believed to be 
true,. These statements were made with the knowledge that willful false statements and 
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the like bo mad, are punishable by fee or imprisonment or both. und« § 1001 of Title 
18 of the United Stales Code, and that such willful felie statenients may jeopards the 
validity of the application or any patent issued thereon. 



Dated: 27 "So.* Z.OOC 
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APPENDIX A 

General Instrument Corporation Invention Record Form No. D023 16CIP4 
Inventor: Eric J. Spnrak 
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General I -tniment Corporation® 
trteflecttai Property Oapartrnent 



invention Record Form 



Gt Docket No. t)^t^ 



Ad/ntntstraGve InformatSan 



1. Shot I^pt^> crfl* hvwfeK J? ^ T^ZZTl 

Z W$n%aP£*ttcteWhottfl^^ inching p*rw^ from cihar<^^ 



ful Legal Nama 
Home Address 

DWtsi^^ LooaSon 
Phone Wo, 



(aS — 1~ 



z 



7 



ftdi^gaf Mama 

ay. state. z& 

DraflfrfCo* Locafai 
Office Phoftt Wo. 

Qttft 



z 



/ 



z 



z 



z 




Separate *fee*ts infant**^ 



s*j-ui£iftM-fTAi Jt »&n»&4trr£0V R#v 02/99 
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invention Record Form \ 



if. Background Information 



1 youriftiitrticnbe^dte^ 

pf**wto&5*ju product, product manual, tftport teas*, rade show, technical pubfcatftkn or 

sorrow* *ts*)? Qfite SYca 3fy*tptefcSo axplainc 
<H<Su ptig ) s 

Oct 



5. V^iPCOfXi^biftftttlte^^ 




ptea*e identify ft* twSKi <tst» ttrfs ha^Mfted.) 



H 9 1*1 



REad antf i/ndft-sieod ty [Wipes* S%«i^s 



Oats 
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g. Lig fretewany yaierta, putticafoos. ■artfctet, toes, products, ate, wfah dasgtta Uacftnotogy spfty to 
yocx <r?*«nik>n jftci»tf"g reference rcautftal which any be isdbi ft utti&iiaf&ktg foe baciiyaaftrf 

tadud« copies at bfefiographkal W&fittaiSen.) (Use a separata street if neeessftry) 



/o/f/fe 



Read *td <jn£mt*o* by [W«n«t^^gft«^ift(s)I ~" £>a» 

Gl COWDBfnAL * PROPRIETARY tf**02W 
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Invention R&cort Form 



\ 



|H Description of the Invention 



\ 



2. Briefly descrfce <ftft tald af ttefwitogy fc> yew? Benito refattfci 

a. Briefly d«3«rfc.* th« profeterta. s*u« or ne&S* w«ch 4*2 ia tne Sw^I^kt f^. o,*- 1 - 

3*onc&nttte over toe . , * 



Rati art understood [by {Wfcxm SpWftireWS D ®* 

GJ CONRDEN7UL & PROPRIETARY <»*8 

PAGE 23/35 * RCVD AT 1/27/2006 4:48:39 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-6/37 * DNIS:2738300 * CSID:2153231300 * DURATION (mm-ss):09-10 



JAN-27-2006 16=51 



MOTOROLA CHS LAW DEPT 



2153231300 P. 24 



U.S. Serial No.: 09/827,630 

Invention Record Potttx 



9. ftcaa* prawcte »<fcta**f dwo^tion dy** ***ri6m< Your de*eqpSon shsuld idestty ptevrf* as many dtfata of 
your ffflttirtfon *s pwfcte in wrier to aeftfev* cp&taJ patent prsfcectev Mtt^dfetio^^ 

mechanical drawings, pfegtesrapta, fltc) ^^rak^^^g^*^ 

Sinapry atraft *^*tferenca * your *t*wjm ctectwse* <ttta aft^(r^6*atf#*, ^ft afcacted & 

level % ft* ^ - 



yf« <o/ iiJ' 





Data 
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\ n t*F " WV ~ * c ^ OUXfiw ^/<^Tfr 

Memorandum General instrument io:s ?4* 

0*t* J«£« 2 1993 

Suhfccc AppliqitioQ Security fcrTCF 

From: Eric SpiUak 

T*r ? Mon?u#y, G Albedo B Mtfasdii*, P. Fettafca 



12 #pp*co?tan Soct^lV 3 
3 Tfce Uydb Ap^tapaa Sft aiufty . ^ M ^ , %w * - .,4 



31 L&vgl 1: Encry0t94 ^pp&co^on OOwrVood 4 

3,2 LavetfiDcwimkKDdA^ 4 

2.4 Level 4: Auinoriaad Ldw*** 4 

33 U^&OS&cecuBcrtEpoefti 7 

3£ 9: ACPMtamty Ggcarcksn 9 

4. Relat*4 C^a»4cx^P3 & Conrnrffci — ^ _ ~ — , 20 

4* Trust tovefcfaronOS SO 

4,2 SscutngPurie&^OWa^ *0 

U Introduction 



This O8019 ptr?v&i*f UtJq reqpd to fsriXtite tfaft tfctfttftwoafTCI x?^^ Cf <tar*ga 

tfffririffcai) «lftcUt«£ iKda tpp&satiet* security w tbt DCT50Q0 {kerfc*S*r *SXKH product 
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l.l Acronyms & Akbrevfoftcftt 

MM TCTi DCT-50«J0 fc4*^si&wi 4*tto? 

A&A. Authorizaqcq, gad Au&sctica&a, ia th*t order 

AC*> Access C«^?r«^sor 

App Applicacwm 

BIOS Buift*io 0p€T*Sng5j^t«m 

CA Cc©£titoaJ AG«s* $r Ccrtific*** Aoibcrity 

EMM E^tidfti^t,M*^a:^Mwif* 

BCDS B*t3a*a^Caaer©i^^ 

ST Sx«to tiro iyt4£i 

JVM ^wVSrt^&kfcta* 
OS Operate Systtafc 

1 Security Envfrgnments 

Zl ThaVleteo Service Security Mode* 

secagwy ctedsgqttfcg iflflf crated! to ttfe ^BftfttU te 

* gftcrypdiop m ttSfedshrqtfgb fee poyymtrf^a of a valid kty- 

* Tb* ttcrrtPt*d itrna k nrntfei fcfcttUfii sua A£»w* Caawl Fratuer iACP) wearer devio* 

* Th* ACFonly dUo^^th* ttrri^& 

fc^roaEt? ;kus^ Wto tfeaACP^ te*e*i**w^ fee data 

mart card ayst*«. tbip tfaa iwcoixtycfiatrol e&eted by flw ACPwtreid octd 5o rc*ch cusstdfi fe ta 
"wSth Coadisicoat Araa&> 

»xB Actept *q4 pieces* &tw& £ata cwr&olfy Wftb 6# titcppcioairfmiw iw^ty A*dtoJwa«5 tffc* 
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$&k * cuafijwatfea ta tfao toSrt d*t& sfewm ** ifc* ft** objfedtsv* > ^ * si of 
data, free* tba* data sirt*ei fet * pcafrto) w a Second ofcgcetfrc. The aS^Ufcar to dp Stf$ 
iht co©t£mtaus swie* of cbctfci p^arme4 caafc lu^i a^wHe^ pnraafc *&* ^ppwtaaaiy to 
ckan^ a key ar ti*i daU assodkfc^ Ifkeyi«rfc?*rs wmdwogad fcrtofrheadaai 

AC? thxZ 4&oypra tb* Krrkc, thee 4 srttap ACP bc dbuicc fotf to do tiu suet <fooypfe 

3u: i specific pwmo i* c*i^ '{a^^y^ !I<tvartheACP^u3wsi&ftd*?£stoa to decrypt &t£ 

from th* $os^Lk uirtv^eiSty of Ia*ye owtto,. e3crypfci9a«>titro) is bstajy & ratter* moid 

taqcessfill wbtfbcr &at d*U was rccsp±e<i Stm trctlier dfic^pttea «r sesp* wrm-*eocrypi«i 

below M^J^t^ rtr^rfncgj <tat ■! a fa^ ia Sfrt coatest tetmu or batted TCI 

2.2 Application Security 

video type^afsei^ty Ga&i^ to H«we**r, 
s^Aldtr^kti^ Titer* *r* » of ttw*, wi*h «ty patetiy ittgrfumy sota=*p=* »v*a*W« foe 

t*g&*yot old Ap$» or the fau*cS» ©fas* App$ win b* toft? firtjiw^ tod m*y &*r*fe*e 
be a acre adgnigaHic prrisSfcB. 

Tbfeprobtesnlo&t Ota^^bwApp*»txi^t^^ «xt2ca^m^b*^^ tfc« ACP 

ft wagJvmth^tth* ACPotft^u^«^^ 

Htct^±yt«^^qu^^ It wifcaafcfe* su&aeat fiof *&AP?tas«t*t 

ttaly « « data strua £&&bMp«r» w* tbte win sat aidce** l*wly iirtgm'fiaiftfc pcabtaa of tots 
rtptiy sad assfcrc! dtttgdfc tb* ACR 

Soot ezc«ao^^ of ACPa«Bn&r to ootsBf AC^*r* to JdeotiSr, nrf ban a£tat£fia#* 

s&ajfht&j-tt&fti, iaffid toasrdcnitKm of t*$J&*5i*£t*, the pactkalicy «f iT^feMc security 
^u^cQtfi^tocuz^beaefi^aa&dii^^ Scat App wttiity v&hUttte ftT* ^«ry diSctiii 

ta cheater withjoat difialt tod si^aiSccLt tavftkuKdittU efforts A dxstutfisfia «rf vslw ^ po^ble 

T^^tiurraiishsridit^B^nfe^ lb» aaftdAl* ar« defied 
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* 

! ml scanty for tb* 5030 Th* fofift i tjnq >rf e&dt e*qt£ra»^ b ia ItaBc^ Mow<^ fey 

3. The Levels of Application Security 

Thtfagk hi$b -eqdlrtUQifiCt fe& '««c^ Ap{^^^i^ caamdu? bt fftfBtrod into a afcaabfcrof 
spfcdSe sub-terols to oowaidter flat it > tisrwt fei gra«raX, onjy cite first e£ thtst ess fe# armsed 
without sxteo&ny stearic titt&tie the ACP Ftarfck*c> w Sbtftb&v&t Contort tbta. Structur* 1 
(BCD5) appended to jawkAppw ft«^few^*t^^ tortious tobdfl^ *&d tacfcu4ws * 
<gpfc*l gfg»j TS» Optr^tttg Syraxa (OS) amt siafce v&mitf db*eks & furious liM abg tirb 

da^alosuS <rf * rinfl* A^ac ib ECQ5 for sotstnty pucpttes. It ii &tea fl*c*gKcy to JjttHff ri*b 
dtottssri bftaw Sad* aeriartty lrot indi^ t^^ct^ of le^b *{ Lwtl 4 ftpp Seemiir 

3.1 Level 1: Encrypted Application Downlood 

tiis 1**«J x$ At *3s£**t ta ■htffi, wt* a «f £%ta e»aprhiftg *n App eta fcn trtatei 14t»iiea£Ljr 

to states. ThfrAppaetrteitttoiybeobft^dr^ 

«LUti*cwp3t5 to iadivkbilKtbpA ii W*o& to fifl!fci**y *&CT7pC*4 Ap9 c^tffrm«mtii *» Wv3U 

3.2 Level Z Download Autftentfcafion 

by appending such Antfattitfcitica. » tbv App via th# ECDS, Scdb atfbwtdft «fwntnr *iibes&ab*a 
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A <Ks#al s5e&»wt* ia tb* abvfc^j way achiav^tfak, tfifclia c»br$?k apeotor Rxatroi ottpixEfcr 

Heeaffib& and atbe* 03as&*r*£ua* 20c discwarf j& this s#cnaQ 

diff*r*Bi vtectitf I** 1 ***. Ibflcst arc AummMt m tettfoo* fcefow ^pfrh&ctot Sijc*x^ 2 o*tf> 
dit$Lar^ tow cti£^^ ih* A&p is lea&d 

Slate App sgoafcgrt vraflftactett b abia&i Sa recft pa bi y jfiofcitd t» A utfay ri rtttw ,. it occkt *rit±ia 
the ACP- Sfesabare ip. thA AC? glyo rnfaifotrrg tb* bgcteajteBsfe mpAct of tuafr aad 

tbr ttAli^ra^tta rf ^^^^^ ^ to ^ """^ ^pfc^^t i**^ a App Mnaantv Cwteat 

appiffl tPbftt* T Antihmttfff^m V** 0 s ****** pegfemittfl ttgrffiflat&m aal mfanSteatttat faa tat 
*v*at of ft&ire Tfcb is b*e*K*A the itfcaaritj' bawfifc «f AwifceaScftixaa i* «&t**Stt£f £*p*wteot cpaa 

drcaam^ta «a AttfcjeafeSto duck to a^fitias tite** tor ACP «a do abtftit it 

La £a^t, Liue ACF w^id a»t «*n fe* ***** of *pch cutest*. HtfitttStlev^rfSliffi^lbfta 

3.3 level 3: Authenticated launch 

L tb*Q5fe»d*liatorfAF0<(A^ 

S. The OS s*pAr*fc*iy ic*b ^ ApS> 4£pL»iKn too ACP^ 



4 -iiM i^ni^r fttrthmii^ ^ it^ftt fer «a A^^tOL Ml im* Q«a Defy 



CONFIDENTIAL J 
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34 Level 4: Aiittiorfted Launch 

practicality jteJ^&ltoaBStftdxtiditt^ 
*QaypM&lbn& t ia&t^fa& &&tet&^& Margin 

diaiaj i^mJo^d o*r be dbvUssxU U App&att stpwJ ©©qry^t^ tb w t^OT^ be decrypted » 

1 OS lotd Afp&M ate £w AC? 
2, tfc* ACPdfeoTptjjLABp&ta. 
3 Eh* ACP bfcftd *Q dt«ryjA«d App <iat* i<ask to OS . 
Ti» first Ufcp a^ tbisS^pTO^SoOM^ 

Tfc* neurit? btotgtaf woeypwd *ta*g« b 4*p*ad«it apro 4* t^Atwtftof AoflwaaSjcatam: 

• TA«^^ g AatfaaiLBCfctitm, ^c^tvt pttttfflta tfitffdScfc ef awypxwed Apps sd*» &a 

§*t^* fiis^ ^ fefie*ypti«ro 

B^tfakfcac^^^dicdSto 8 tiw OStsraAmtai tb«A^ 
Uij?^*^iBr*l&oasb^w 1^ obtusion fit^it^^ 

£i ev«luitiof App ^caiitr. *cc«rity /Sx&t OS not tn#twth? 

SoGFjptcd starrer b safe ttawn^ttid*! aomfag fktMcrpabt*) Att&totaafiica pt*s»at. 

A*sttgtfng&Q wen*** «w*t** Astib&siz*S*u cfittanefa ttq&Xt* ti» ftjfewiar rtapfc 

£ TH» ACP cbwto*fafc*fa«r fcpcsactftfcs tb« tsStSfgnsfci and k<ff* n ae*t»W 7 fcp rU& tot App 
X T5w ACP adyta* tb«GStfAVTHOBl^^ 

whicb drtftrr? la ftwsral, AaiSi^QcaAioti will t^xfe* iato& Sew «4 ptrfimft Aaa Auihcri=*tir.. 
so dfS*rmin*ticfi of NOT AUTHORIZED ajtattte* 2a i&scer fc *M£&ori£3&M is d«* Shf* 
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thfi t&atte ftfc Actbcntaatica and AatjKestaTiiai caaM ba ctfattbi^Sito laLii^lAUNCH 6r DO 
NtST LAUNCH stafcea from the AC?, bat this adds tftd*. 16 tha a DO NOT LAUNCH 

d^dskm by AC?. St ia 5&j»rtfcn* to distfogmfth wfaa&ttAu^inifcaj^ *r A»&ad»ttfia kfl*d 
A^EthadX9tioa &itar*f «ft otaan that a nasraxt EMM b tded&i, vM» fitUtd Aa*5s«Scat£w seq 

It is rtt&amaftg&d*d shat AoftatiaafiagL dtett A3tfe« tottap* ba dbackaA ta a era&hm»*i gtf: 
aibtttidba obvicu* foim t±» aicvi, £totaa rabsnawi to tbt OS wwM ba «the*NOT 
AUTHORED, AtTTHOWZSn BtTT FA&ED, w AtTPHQEXXED *K0 PAS5SD 

3.5 Level 5?: OS Execution Epochs 

Q$ E ttc tt tw i Epocfef *sr* tow* or &a O^-imais^ riewttf cciaoc^ of rtntin aoutfy running 

SLtaetitias stt&xiQr is ££B»xtstUi«d fesafc laoafich saettricy bte*&se tha? #ubtir dsSerac 
pr^MtaE w^di&rtstltycbof dsr^a^ and b*c#»«« sacsriaf carafeSoa w baidcr thus steering 
;*W«b. $wc* it is atQi fetatgypmiUSy tb* bab^or ef th& 0$ ibsdf that is bdatf i«u»d, OS tnt* 

I*und&a©et£&yctefeaaei^^ 

^ ££^«o^ C?U tha 0$ cw bt d*a£gft*d to ftarfafrat AtWhrtrientam mi 
Aad^tifcasfcra ClAAAD rWfra wfct±» the ACP before Blluwi^iaa Ap^j tteoqgli t&isffate Uto exetudea 
n*mxy* **b*cb §* dc&»4 as Lard 4 Applteaiias. Sawritfr Ooca octctittioai t*aadtfy, toil £ai* b . 
Mt ^raiiathla. This laawa* c* with problem* 

* It i* paisl^ to *spn* ica^^ fr»setopia a*5fr*tttj jorf tba 
Eia^ A^b#fi»l*f^<iEi3 4^^ tha 

With a <&*dk, I*? aucsd data cbaacws m we SCDS utoiH "itf** a Iteff-rnrnifoy App ast! force it 
to be sub»cnb*4 to i$aiiL 

* As Apcp avbrtttottCQ attack b poaaptf* Sf m A pp eta be dvarwtittett tot ewotioa swmffiy at a 

ha^d^vbidibsasier Otber DS mafiipuUticca oaf «Up a&nr an ffiidt A|sp to replace a 
icsranafct *b* W« to {terfo&afy c±dJS»ts autSttQiticiQr of ruiiiag* Appo. 

o^gtfaj after tha App g tamjctoj> Lavd. 5 Aftjp Security to ffioa magao a.rwttn^ * caarM raaofatiaa 
&>eehafii£G& to dut igapiratiiStt a£ «a App + aa *rold be r*qu£?fe3 W t^aia amootbi^ *ub«rip4i«a. 

Aafeftatfaatifta m£ Aa^hscizatSoa cafi ba sepaatod bi tbt iadbjp^wd at $m ri&fc. bvki after aa App 



^ aafrtiCT * tvmitst App awatf »hU b* Sb » farcy dUt iBow* « ipj ECgS u ^ t^iniN»rnVi*ttd 5C£J$ 
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The OSc^^ igacotiditMJO^^ atcoxildoh^r^ 
she tjcpiritica cum for i pr*a App and itlete it at tka£ pafai- 

AtL^vaS 5 f ths ACP&afi* £«sixB*ii ta **pectA&A ox nspert b«k *njrfr£lar* the OS to p wfcrai 
Ail Ite ACPwSjM^knowifbwe^^ the AC? wwc b* tfat 

sotrtft tiff rdkrtoeie tSiae.^ foribtOS charing axa cAlaalatmi aud *o drttmi&t th« fcspirwfcfaa of *xj 
App This is btc&us4 a trivitd jrti^dt txista. wfc&rB dh£ OS k*a its tist rtSsrtttot $) tar^d to 
oBofciBjDfcsly pu&fa tb§ peiscof Kxpiadfla iaio fcbs futm* so it ant am*t& 

3.6 Level 6: OS Apptfecfton Pay Per Vtew 

nvtw%tApp t&it minutu m J*cq gqfc after taw*cA at Jtf&fc fciiiw Jfyw Pr^t** fypvftuictiatu. 
LtnlB Ajpiocuxiiy lftAii**ith ajfetfafaim. It not ?o*^t to <^ App^^ 

feQnn<4 bjces^tku i^£(k&(±^ And tht pn*efifc*tiTO *Fa ^scbASt dftcfstaa to tb* If this i* 
a*t«sf acfcttaX Lwd « App Swwitj is act ce*d*d, # &f &c?* «* *pf ctootti, eh» & <*e*c* of 
«h*cte&g 4 ra&aizftg App tbe AC? iaiteKted wia* toiy Site aaetetiteid tfca*< 

U3d*nafca addioonal fecctiaa. that is not* purity Cg&dido&al Ao^rdttttL To *rnbU APPV, 

« ?h* A^p ECDSfiflast l*b*l « poait in tim* w* a** fiudKir with, fcte* tod&f Fre* Previtw 

* Tb* OSw^tt^tfaApasft^ctf to 

* Aft tike ead 4f Ffc*f Frew*, OS most 

* AzspegdAjptxicttiaa. 

* bitiat* « pfcrduua GUI tztw® ttut AC?. 

* If ti* hmt b*y*» t parch*** ddrilii ztttdt i«itb tb»AC? 

kuaxii)^»^^ IPPVptti^A*^ Koti that tb« demo atrftwart 

to^Jd be n&Q *e wwr k^firtLtalr.twnrevrr, » the Mfatte h i m perfect 
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37 Level 7: ACP Watchdog & Reportbacfc 

pessiilz* &nd wcurtfy rtpar&tg ifcc Gf suck montiping back faan&wQjrk operator aptrrcSicr 
Tkt AC? dir&sf dw 0$ to £&kfo& c^&f 

L£**i 6 App sscuntrWiiw*^ * {taafc&nL It i*art^Kis^t £^ih« ACPto t^if tht OS is 
e&temz Sh* «p£ratira irfApptHtffffts, wfasihar £m dtort tana APJPV or loss t«rat 

Xza&b*&l*te$^v*Xhispto^ £a tb* 

ptqp$s»S£.wi$^:b*AOTtt^^ If tha GS&e-* aot niA AAAfer t gS»ea App by so&e 

nnfatircfl tixa * # a i* #rt*w*d sod sported Wck fef AGP 

However, ai&ee the ACP on AfJp As ajyti go fendica at tife&i tim* r % it can As W tfktfri thin mfrd 
irast level of the OS &gafr dtfatcseuaei ifcearitr or &3w». 

3.8 Lavel 3: ACP Execution Token 

Itisdctirabb tofavri^ To do 

?4is, *rt h*ira «^ffagi*J Art wryps** rf " ^pp i^k^ p^4A^ kat fe^A 

islii^L^ aiidimprftdacald^ toth«^^ For 

it is fiytfegr **»fetM* fer i portkaa of *a Apg to bo capable eg roaaag ttg thfl point v bsr» 
iisfir ptirdu^e is &A&<UtQBT* (EttoSpW cad* cazJrtt nan.) Thi» is ssmiiar to &t 4«axa wfbrw* 

pcrri^aftiiAt Appas^fc^ AC? *od OS «m *n*rptic*t#4 

this, *s2x«cirta)0ttTaks»«t^ [a 

3.9 love! 9: ACP M«mx>ry Ouaititon 



x& jsiu±£miat App jjrtoocd nz«» 4fctotfk will N tfffcwr SScpic; * AWttOTT^fc^hlS* ±W*t tetfetito ttw* 

'*TTirf ri^tilM aiTuiit nflfiafr twm frfti urnrnntfut mrmmr ttti-T hir^ti Y frirr'H* *frrr *fitt frr 11 -"""™ 

pt«a a **cm*iK kcftiv, pros *a J«f Jt k*r it ftf*4t4 vrt&ia £*> AC? 



PAGE 33/35 * RCVD AT 1/27/2006 4:48:39 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-6/37 * DNIS:2738300 * CSID:2153231300 * DURATION (mm-ss):09-10 



JPN-27-2006 16:56 



MOTOROLA CHS LAW DEPT 



2153231300 P. 

U.S. Serial No.: 09/827,630 



The AC? esraptuaSy bt «sttad*d t& eosptattfj og&tft «t£n A«ifla7 spfcc*. 

SB that oo App tx&sts, is loftdtd* tt UiiacoM, or is a&rod. sa OtofcEtue rcnnmy u^itlacait th* AC? 

4 Related Conaderofioas & Comment 



41 Trust Levels far on OS 

ta evade a Srartkat crJ* bkked iatq fttffrirtg a 4$S!ta*fiAd*daii^&M G4n&%! for 9 staazity 

DOS tfc* psra tf Cta^ C ^ 

d&ck made to « hafcda by ecrtfcOjr tist«d kt j prmti. 

V A pix^ afr^ OS u> 4a era*tfal^ 

tfootetf' iota thfc cod* &T Or temvptftiotc* ejtfsptofw 

***rH FPfrhn tf H******** 8 fay amjflMfcCiM •ffifT^barogqf Aft OS 

ThtM thxt* cs*** u *&ch ffimrfrrr't ssacr*AsiBgi? lateta* »£ bbcrbas fflww *» ©await 

2, Tbt OS OTWft <bacnogyy at the smiMft tod* I***], vxA ieskfed is sat tx* a«teKW 

Th« antsal prates* flf owtpiEajf ware* ta£w 'tott utfetttbfe csdetwA W ££»i **T7 

dc»*ty ttA&iimred *» md#p^ieat party. ftx^s^twfsuiawdfea^pflaaOT 
b* scared swttiA &« ewirfll rtf &» OS vtadar* tbfca eosp^&«abs*r«Yi4, tfwa **ecitf*Hfl 
t^yifaiT^ gipa«l W staittfiv mxtoL "Cfa&yr po arcttrrtfimffct 4*n Ufa* OS v«ttkr c*»r 

4J2 Securing Functions Outside the AppBfedfion Loyer 

5o f ^* >tay* teamed ^ ^ p»8c*aqn ^ » hkfa grf tjae hifbert faral safibw ohjgcta TOfiaaag ia & « 
5000 Th«yii^aiat^ic« witb5b«t^.p^ Bid eftar *oJfc*rAm otS^ta in 
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tk* 5000 art aba the sab^sf security Stcga Kfce & tCPg stick rgbjfaaa* ay tahSe tarn* 6ttct, 
This iz ishtev^Ht few (h tjn 533** sechamsm* «s 3*curiag Apps, TL# GA system asd ifcs AC? 
Autborxttd Aa&sgtaatftrii cga&pnst* itay of &« &J&tfia£: 

• A£pKc&t£e&s * Haxth*ar* drives • A Ja« Virtual Hraifaiac 

* tataocrf state * &*t*6to$ * AAvaappltt 

AH c*s fr« g*cnfcftd by lite saw CA system fltt^hairiffms gad crypograph?. 0»t*fed«**» ftaatth* 

«^^sortwar»o^i^Mb^ Tbt fboawn* of A&A 

described is tfass a&a* tzittst bt addtd ta BIOS and 0$, a*d to «sj »a*w* »itt!|Mikfci other 
wftwax*, P« ttxai&pte, it pc«fcl» to Issodi fcb» cqutatte** cf *smiH OS *s an App f mc 

4,3 A Warning Regarding the Java Virtual MdcMne 

The Virtual Mithin* fJVM> is an AppSeafiat Wine! irtific* fcini^ufVES *» m OSof ssm aS by 

busier as Dm^J&va App*, A|pi*:*»i^bi wro%£t»iast^ 
to ^ «xactia3cea<sr33^kT^ ^ ^ 

pmratripfa T*f L feg J**** "^y^ftj 5 Ate* ^> Sesaxiaf 4h* J*r*AppS*U iijostts 

pyn m^w^ a&d if thfj aw ^aerw^ ti?ea tfaer* isSrokposo&ai sccwroj regular ApplkstaQ£*. 

tto AC? rtth«**cti2tt7im}^ 

5. Summary 

ThOTfh ti^rm-fag AftfrHttftfap* tori Tftlfr ™ft*«r* ^J^iliWt9OT«^feaCAlrR«J,tob 
AfaAoJan^ oo: tin far ttorwfcdl tta tjtccstti fed; tiba deto'p impact of wctrrfaf *ay 
wftw&ro object wlj*l»o***r »jt described tn this m*xtto it rabrtanftaL Tfefrprfceepte *»i 
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